Abstract-Search engines make the information retrieval task easier for the users. Highly ranking position in the search engine query results brings great benefits for websites. Some website owners interpret the link architecture to improve ranks. To handle the search engine spam problems, especially link farm spam, clique identification in the network structure would help a lot. This paper proposes a novel strategy to detect the spam based on K-Clique Percolation method. Data collected from website and classified with NaiveBayes Classification algorithm. The suspicious spam sites are analyzed for clique-attacks. Observations and findings were given regarding the spam. Performance of the system seems to be good in terms of accuracy.
I. INTRODUCTION
In the last few years, reaching relevant information through the use of search engines has become pervasive. Several sites on the web has growing portion of their traffic coming from search engines referrals. The increasing importance of search engines to commercial web sites has given rise to a phenomenon web spam, web pages that exist only to mislead search engines. The purpose of a ranking system is to assign a relative rank to a Web page according to the quality of the Web page. Although the quality of a Web page can mean many different things to different users, these qualities tend to make users prefer certain Web pages over others and express their endorsements in the form of hyperlinks. Therefore, it is reasonable to expect that when the vast link structure of the Web is analyzed properly, spam could be detected.
II. CLIQUE AND WEB SPAMDEXING
A clique is a subgraph in which all nodes are mutually connected to each other by edges. Cliques of size 3, 4 and 5 are shown in Clique cluster groups the set of nodes that are completely connected to each other. Specifically if connections are added between objects in the order of their distance from one another a cluster if formed when the objects forms a clique. If a web site is considered as a clique, then incoming and outgoing links analysis reveals the cliques existence in web. It means strong interconnection between few websites with mutual link interchange. It improves all websites rank, which participates in the clique cluster. In Fig. 2 one particular case of link spam, link farm spam is portrayed. That figure points one particular node (website) is pointed by so many nodes (websites), this structure gives higher rank for that website as per the PageRank algorithm. Because that algorithm is focussing on the link details. The details of the neighbour nodes reveal the link farm in many aspects. The distributions of the neighbour nodes in considered dataset are shown in Fig. 3 . Maximal cliques are unique and not contained in others. By extracting maximum cliques, the hub of a link-farm can be captured. The steps are given briefly below. And the backtracking has been implied after that to further refine the results.
Step 1: Find the maximal cliques present in website
Step 2: Cluster sites according to the common nodes
Step 3: Sort and Load the edges of the undirected graph
Step 4: If there is a bipartite scenario count the commonly linked nodes. This is complete link exchanges. Two websites mutually share the links and both get higher rank. Consider two websites A and B. Site A contributes all outgoing links to B and B in turn contributes all outgoing links to A.
Step 5: If the number of commonly linked nodes is above a certain threshold THR, then nodes are clustered in the same set. The dataset used in this experiment is collected with information retrieval system which retrieves the inlinks, outlinks and various features listed in Section VI. As a result the numerical values were retrieved from the websites. Samples of five websites were given in Table II . The dataset will be in Excel format which can then be transferred to ARFF format.
After the data collection and preprocessing is over, the classification task is carried out to narrow down the suspicious websites. NaïveBayes Classifier is used here. The suspicious websites are again subject to analysis with utility websphinx and further refined and cliques detected from the dataset.
VI. CLIQUE EXTRACTION AND OBSERVATIONS
Analyzing the link properties of website such as indegree (number of inliks), outdegree(number of outlinks), in_out average( for home page and other pages), Pagerank reveals the presence of the spam. The inlinks and outlinks has the intersections (same node acting as inlink and outlink) which is an important aspect to determine the link farm. The Pagerank is considered because it is computed based on the link properties of the website. Totally twelve features are considered and finally the presence of cliques is determined based on the link spamcity score. They are listed below.
1 
F10-pagerank_mp -PageRank of mp 11. F11-trustrank_hp -TrustRank of hp 12. F12-trustrank_mp -TrustRank of mp
Cliques are extracted from the inspected suspicious sites and it is also noticed. Initially the mentioned features are retrieved from the website through web retrieval system. And all the values are processed and consolidated.
With the consolidated data, spamcity score is calculated using Eqn. 1.
(1) A sample calculation of link spam score based on the feature values is given in Table I . Based on the spamcity score the website will be further examined for the presence of link farm in the format of cliques. The link spamicity of a web page is between 0 and 1. The higher the link spamicity, the more the page farm is utilized to boost the PageRank of the target page. If the spamcity score is higher than the threshold α spam is confirmed. Here α=0.5. The navigational pattern of the website remains cyclic and the samples are listed in Table II . Here the numerical values for features are given.
Fig.4. Process of Clique Attacks Detection
Based on the link spam scores the results are further analyzed for the cliques and if it is present then the neighbor nodes are also analyzed for two levels.
Sample values observed while feature extraction are listed in Table II and Fig. 5 represents the in-degree distribution of the considered dataset, Fig. 6 represents the outdegree distribution and Fig. 7 indicates the average of the in and out links in the dataset. Fig. 4 represents the cliques attacks detection process. Initially the considered dataset is subject to spamcity score calculation and if the score exceeds the threshold then that particular website is analyzed for cliques. 
The following metrics are used for evaluation:
• true positives are the spam documents that are correctly detected as spam, TPC = S∩SC.
• true negatives are the normal documents that are correctly detected as normal, TNC = N ∩ NC.
• false positives are the normal documents that are incorrectly detected as spam, FPC = N ∩ SC.
• false negatives are the spam documents that are incorrectly detected as normal, FNC = S ∩ NC. The two-by-two matrix of these values forms the confusion matrix: 
(8)
The two-by-two matrix of these values forms the confusion matrix for the NaïveBayes classifier shown in Table IV . As mentioned in the Table IV , the 212 (true positives) websites are taken for the cliques attacks detection and among them many communities strongly interlinking are detected.
Sometimes search engine optimization is applied to genuine websites which may seems like the spam. Those sites are again classified as non-spam in Table VI. The assessment score acquired is plotted as a graph in Fig  8. When the assessment score is > 0.5(α) then they are plotted as spam and if it is <0.5(α) it is genuine. For the considered dataset the graph is plotted in Fig 8 . An ROC space is defined by FPR and TPR as x and y axes respectively, which depicts relative trade-offs between true positive (benefits) and false positive (costs). Since TPR is equivalent with sensitivity and FPR is equal to 1 − specificity, the ROC graph is sometimes called the sensitivity vs (1 − specificity) plot. Each prediction result or instance of a confusion matrix represents one point in the ROC space. The Roc curve generated for the naivebayes classifier is given. Here in this experiment AUC for ROC is 0.9809. This is a better result which shows more accurate classification. Fig. 9 shows the ROC curve generated by the NaiveBayes classifier and Fig. 10 shows the cost-benefit analysis for the same. In Fig.12 , the websphinx utility is used and it derives the entire graph for the spam website http://www.mobicreed.com. Once a website is classified as spam it will be further subject to the clique attacks. The detection of clique attacks is done through the analyzing the major link contributor website. Here for 212 nodes the analysis is done. This illustrated example is for clique attack analysis for the mentioned spam site. Fig 13 represents the category classification of the 212 nodes. The objective of this paper was to classify webspam in given dataset and from the result the cliques are detected. This paper proposes a novel strategy that can be used to filter the spam which possesses the clique attacks. It addresses the link spam type of clique in web search engine. For that the web graph has been created to study the topology of the web site to determine the occurrence of the spam. The inlink, outlink are retrieved from the website with the help of a utility.The suggested approach helps to improve the efficiency in link spam detection by analyzing additional link farms based on constraints as motioned in the algorithm. Based on the recall and precision metrics, conclusion can be made that the proposed system efficiently detects the spam pages. One of the possible improvements is by integrating the weight of web page content relevancy into clique tracking and formulating a collaborative constraint based filter.
